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I. BACKGROUND 

Republic Act No. 10173, also known as the Data Privacy Act of 2012 

(DPA), aims to protect personal data in information and communications 

systems both in the government and the private sector. The DPA created the 

National Privacy Commission (NPC) which is tasked to monitor its 

implementation. It covers the processing of personal information and 

sensitive personal information and sets, as its basic premise, the grant of 

direct consent by a data subject before data processing of personal 

information is allowed. 

 

The law requires all government and private entities or organizations 

processing personal data to establish policies and implement measures and 

procedures to ensure and guarantee the safety and security of personal data 

under their control or custody, thereby upholding an individual's data 

privacy rights. In addition, they are required to implement reasonable and 

appropriate measures to protect personal data against natural dangers such 

as accidental loss or destruction, and human dangers such as unlawful 

access, fraudulent misuse, unlawful destruction, alteration, and 

contamination. 

 

To inform its personnel and data subjects of such measures, all 

agencies are expected to produce a DPM. The DPM serves as a guide or 

handbook for ensuring the compliance of an organization or entity with the 

DPA, its Implementing Rules and Regulations (IRR), and other relevant 

issuances of the NPC. It also encapsulates the privacy and data protection 

protocols that need to be observed and carried out within the organization 

for specific circumstances (e.g., from collection to destruction), directed 

toward the fulfillment and realization of the rights of the data subjects. 

 

 



 

II. INTRODUCTION 

The Budget Finance Corporation (“Corporation”), in its commitment 

to uphold, respect, and value data privacy rights hereby adopts this DPM in 

compliance with the DPA, its IRR, and other relevant policies, including 

issuances of the NPC. 

 

The Corporation ensures that through this DPM all personal data 

collected from all its clients and other data subjects shall be processed in 

adherence to the general principles of transparency, legitimate purpose, and 

proportionality. To guide the Corporation and its data subjects in exercising 

their rights under the DPA, this DPM shall include data protection and 

security measures. 

 

 

III. DEFINITION OF TERMS 

Consent of the data subject refers to any freely given, specific, informed 

indication of will, whereby the data subject agrees to the collection and 

processing of personal information about and/or relating to him or her. 

Consent shall be evidenced by written, electronic, or recorded means. It may 

also be given on behalf of the data subject by an agent specifically authorized 

by the data subject to do so. 

 

Data subject refers to an individual whose personal information is 

processed. 

 

Filing system refers to any act of information relating to natural or juridical 

persons to the extent that, although the information is not processed by 

equipment operating automatically in response to instructions given for that 

purpose, the set is structured, either by reference to individuals or by 

reference to criteria relating to individuals, in such a way that specific 

information relating to a particular person is readily accessible. 



 

Information and Communications System refers to a system for 

generating, sending, receiving, storing, or otherwise processing electronic 

data messages or electronic documents and includes the computer system 

or other similar device by or which data is recorded, transmitted, or stored 

and any procedure related to the recording, transmission or storage of 

electronic data, electronic message, or electronic document. 

 

Personal information refers to any information whether recorded in a 

material form or not, from which the identity of an individual is apparent or 

can be reasonably and directly ascertained by the entity holding the 

information, or when put together with other information would directly and 

certainly identify an individual. 

 

Personal information controller refers to a person or organization who 

controls the collection, holding, processing or use of personal information, 

including a person or organization who instructs another person or 

organization to collect, hold, process, use, transfer or disclose personal 

information on his or her behalf. The term excludes a person or organization 

who performs such functions as instructed by another person or 

organization; and an individual who collects, holds, processes or uses 

personal information in connection with the individual’s personal, family or 

household affairs. 

 

Personal information processor refers to any natural or juridical person 

qualified to act as such under this Act to whom a personal information 

controller may outsource the processing of personal data pertaining to a data 

subject. 

 

Processing refers to any operation or any set of operations performed upon 

personal information including, but not limited to, the collection, recording, 

organization, storage, updating or modification, retrieval, consultation, use, 

consolidation, blocking, erasure or destruction of data. 



 

Privileged information refers to any and all forms of data which under the 

Rules of Court and other pertinent laws constitute privileged communication. 

 

Sensitive personal information refers to personal information about an 

individual’s race, ethnic origin, marital status, age, color, and religious, 

philosophical or political affiliations; about an individual’s health, education, 

genetic or sexual life of a person, or to any proceeding for any offense 

committed or alleged to have been committed by such person, the disposal 

of such proceedings, or the sentence of any court in such proceedings; issued 

by government agencies peculiar to an individual which includes, but not 

limited to, social security numbers, previous or current health records, 

licenses or its denials, suspension or revocation, and tax returns; and 

specifically established by an executive order or an act of Congress to be 

kept classified. 

 

 

IV. SCOPE AND LIMITATIONS 

This DPM is hereby adopted in compliance with Republic Act No. 

10173 or the DPA of 2012, its IRR, and other relevant policies, including 

issuances of the NPC. 

 

This DPM applies to all departments and units within the Corporation, 

all employees and third-party service providers who handle personal data on 

behalf of the Corporation, and all types of personal data processed by the 

Corporation, including customer, employee, supplier, and partner data. 

 

While this DPM aims to provide comprehensive guidance on data 

privacy practices, it does not cover personal data processing activities 

conducted outside the scope of the Corporation's operations, data processed 

by third-party entities that are not directly engaged by the Corporation, and 

any data processing activities governed by different jurisdictions not 

explicitly covered in this DPM. 



  

 Furthermore, this DPM does not provide detailed instructions for 

every specific data privacy scenario but outlines general principles and 

procedures to be followed. Employees and stakeholders are encouraged to 

seek additional guidance from the Data Protection Officer (DPO) or the Legal 

Department when dealing with unique or complex data privacy issues. 

 

 

V.  PROCESSING OF PERSONAL DATA 

1. Collection  

The Corporation collects personal data from clients to provide 

services. This data includes full name, address, and cellular/telephone 

numbers. These are obtained openly and straightforwardly without any 

hidden motive through the clients filling out the Corporation’s forms. The 

collection of both personal information and sensitive personal information is 

done by lawful means and for a lawful purpose. 

 

2. Processing or Use 

Personal data collected from clients will be used to deliver services, 

process transactions, and communicate with clients about their inquiries. 

The Corporation shall ensure no manipulation of personal data and that the 

same shall not be used against any client.  

 

3. Storage, Retention and Destruction 

The Corporation shall ensure that personal data under its custody are 

protected against any accidental or unlawful destruction, alteration, and 

disclosure as well as against any other unlawful processing.  

 

Client data will be stored in secure databases with access restricted to 

authorized personnel only and retained for five (5) years after the last 

interaction with the client. After said period, all hard and soft copies of 

personal information shall be disposed of and destroyed through industry-

standard methods. 

 

 

 



4. Access 

 Access to personal data is granted only to authorized personnel based 

on their roles and responsibilities. At no time should anyone be given access 

to the personal files of other employees.  

 

 For the personal data of clients, only the DPO, Internal Auditor, Chief 

Technology Officer, and the managers and staff of the Processing 

Department shall have access to the same.  

 

5. Disclosure and Sharing 

 All employees of the Corporation shall maintain the confidentiality and 

secrecy of all personal data that come to their knowledge and possession, 

even after resignation, termination of contract, or other contractual relations.  

 

 Personal data under the custody of the Corporation shall be disclosed 

only for a lawful purpose and authorized recipients of such data. 

 

VI. SECURITY MEASURES 

 

A. Organization Security Measures 

a. Data Protection Officer (DPO) or Compliance Officer for Privacy 

(COP) 

The Compliance Manager and Compliance Officers are 

designated Data Protection Officers. 

 

b. Functions of the DPO, COP, and/or any other responsible personnel 

with similar functions 

1. Monitor the Personal Information Controller’s (PIC) or Personal 

Information Processor’s (PIP) compliance with the DPA, its IRR, 

issuances by the NPC, and other applicable laws and policies. As 

such he/she may: 

a. Collect information to identify the processing operations, activities, 

or systems of the PIC or PIP, and maintain a record thereof; 

b. Analyze and check the compliance of processing activities and 

compliance by third-party service providers; 



c. Inform, advise, and issue recommendations to the PIC or PIP; 

d. Ascertain renewal of accreditations or certifications necessary 

to maintain the required standards in personal data processing; 

and 

e. Advice the PIC or PIP as regards the necessity of executing a 

Data Sharing Agreement with third parties, and ensure its compliance 

with the law; 

 

2. Ensure the conduct of Privacy Impact Assessments relative to 

activities or systems of the PIC or PIP; 

 

3. Advise the PIC or PIP regarding complaints and/or the exercise by 

data subjects of their rights such as requests for information, 

clarifications, rectification, or deletion of personal data; 

 

4. Ensure proper data breach and security incident management by 

the PIC or PIP, including the latter’s preparation and submission to 

the NPC of reports and other documentation concerning security 

incidents or data breaches within the prescribed period; 

 

5. Inform and cultivate awareness of privacy and data protection 

within your organization, including all relevant laws, rules, regulations 

and issuances of the NPC; 

 

6. Advocate for the development, review, and/or revision of policies, 

guidelines, projects, and/or programs of the PIC or PIP relating to 

privacy and data protection, by adopting a privacy-by-design 

approach; 

 

7. Serve as the contact person of the PIC or PIP vis-à-vis data subjects, 

the NPC, and other authorities in all matters concerning data privacy 

or security issues or concerns and the PIC or PIP; 

 

8. Cooperate, coordinate, and seek advice from the NPC regarding 

matters concerning data privacy and security; and 

 



9. Perform other duties and tasks that may be assigned by the PIC or 

PIP that will further the interest in data privacy and security and 

uphold the rights of the data subjects. 

 

c. Conduct of trainings or seminars to keep personnel, especially the 

Data Protection Officer updated vis-à-vis developments in data 

privacy and security 

The Corporation shall sponsor mandatory training on data 

privacy and security at least once a year. This covers best practices in 

the protection of personal data, handling sensitive data, and 

recognizing phishing attempts or unlawful access. 

 

d. Conduct of Privacy Impact Assessment (PIA) 

The Corporation shall conduct a PIA relative to all activities and 

systems involving the processing of personal data.  

 

The Corporation may opt to outsource the conduct of a PIA 

provided that before engaging with a third-party service provider, the 

former will assess the security protocols and require the latter to sign 

data protection agreements. 

 

e. Recording and documentation of activities carried out by the DPO, or 

the organization itself, to ensure compliance with the DPA, its IRR 

and other relevant policies. 

It is imperative for employees who have direct access to personal 

data to ensure they regularly attend and actively participate in relevant 

training sessions and orientations about DPA. 

 

f. Duty of Confidentiality 

A Non-Disclosure Agreement will be required to be signed by 

each employee.  

 

All employees who have access to personal information are 

required to keep it strictly confidential if it is not meant for public 

disclosure. 

 



g. Review of Privacy Manual 

This DPM shall be reviewed and evaluated annually.  

 

The Corporation will update its privacy and security policies and 

procedures to stay compliant with best practices for data privacy. 

 

 

B. Physical Security Measures 

  

1. Format of data to be collected 

Personal data in the custody of the Corporation may be in 

digital/electronic format and paper-based/physical format. 

 

2. Storage type and location  

Physical documents containing personal data are stored in 

locked cabinets, and shredders are used to dispose of sensitive 

documents securely. 

 

Digital /electronic files shall be stored in computers protected 

by passwords and can be accessed only by authorized personnel. 

 

3. Access procedure of agency personnel 

Data processing facilities are secured with access controls such 

as key card entry, security personnel, and surveillance cameras. 

 

4. Monitoring and limitation of access to room or facility 

The Corporation uses CCTV cameras to monitor entry points, 

data storage areas, and other critical locations. Security footage is 

regularly monitored and reviewed to detect any suspicious activity or 

security breaches. 

 

All authorized personnel who accessed the stored personal data 

must fill out and register access details in a logbook and/or the 

Corporation’s workplace system. They shall indicate the date, time, 

duration, and purposes of each access. 

 



5. Design of office space/workstation 

All workstations accessing personal data are locked when not 

in use and are protected with strong passwords. 

 

 Our server rooms are equipped with fire suppression measures, 

temperature sensors, and humidity control to prevent damage to 

servers and data. 

 

6. Persons involved in processing, and their duties and responsibilities 

Every employee who processes data is required to constantly 

protect the integrity and confidentiality of such data. 

 

7. Modes of transfer of personal data within the organization, or to third 

parties 

Emails containing personal information must be sent through a 

secure email provider that encrypts the content, including any 

attachments. Further, the Corporation uses the warning message 

features in Google Business. 

 

8. Retention and disposal procedure 

Client information will be kept for five (5) years from the 

conclusion of the client's final engagement and kept in safe databases 

to which only authorized people have access. When disposing of old 

hard drives, the Corporation follows a strict procedure that includes 

data wiping using certified software. Paper documents are shredded 

on-site. 

 

C. Technical Security Measures 

  

a. Monitoring for security breaches 

The Corporation shall procure and install anti-virus software, on 

an annual basis, for devices that regularly access the internet. The 

Chief Technology Officer (CTO) shall regularly read the firewall logs 

to monitor security breaches and alert the Management of any 

unauthorized attempt to access the Corporation’s network. 

 



b. Security features of the software/s and application/s used 

The CTO shall first review and evaluate software applications 

before the deployment thereof in computers and devices of the 

Corporation to ensure compatibility of security features with the data 

privacy policies. 

 

On existing software applications, that involve the processing of 

personal data of clients and employees, the end user, with the technical 

assistance of the CTO, shall evaluate and assess the security protocols 

of the system concerning saving, backup, and data recovery. If such 

protocol runs counter to the data privacy principles stated in the DPA 

of 2012, corrective action should be taken to address the issues. 

 

c. Process for regularly testing, assessment and evaluation of 

effectiveness of security measures 

The CTO and his team perform weekly vulnerability scans and 

penetration testing of the firewall to proactively address security 

vulnerabilities against viruses and hackers. 

 

d. Encryption, authentication process, and other technical security 

measures that control and limit access to personal data 

The Corporation employs strong encryption for data transmitted 

over its network. Additionally, personal data stored in the databases is 

encrypted using industry-standard algorithms. Access to the 

Corporation’s systems containing personal data requires individual 

user authentication. The Corporation enforces strong password 

policies and regularly reviews access permissions. 



 

VII. BREACH AND SECURITY INCIDENTS 

 

1. Creation of a Data Breach Response Team 

A Data Breach Response Team (DBRT) comprising the CTO and DPO 

is responsible for ensuring immediate action in the event of a security 

incident or personal data breach. Upon receiving a report, the DBRT 

conducts a thorough investigation wherein they will assess the scope of the 

incident, evaluate potential risks, and determine whether it qualifies as a data 

breach under applicable regulations. 

 

2. Measures to prevent and minimize occurrence of breach and security 

incidents 

The Data Breach Response Team shall regularly conduct a Privacy 

Impact Assessment to identify risks in the processing system and monitor 

for security breaches and vulnerability scanning of computer networks. The 

CCTV Footage is regularly reviewed for security purposes. 

 

3. Procedure for recovery and restoration of personal data 

The Corporation maintains off-site backups in a secure facility. 

Further, the Corporation regularly tests and verifies data restoration 

processes and has real-time monitoring in place to detect unauthorized 

access or suspicious activities.  

 

4. Notification protocol 

The Head of the DBRT shall inform the Corporation’s Board of 

Directors of the need to notify the NPC and the data subjects affected by the 

incident or breach within 72 hours of knowledge thereof. 

 

5. Documentation and reporting procedure of security incidents or a personal 

data breach 

The Corporation keeps thorough records of every security incident or 

breach of personal data. It also keeps an annual report of security incidents 

or breaches of personal data, which must be submitted to the Corporation's 

Management and NPC within the time frame specified by law and/or NPC's 

circular. 



 

The report shall contain the description of the nature of the breach; 

personal data possibly involved; measures undertaken by the team to 

address the breach and reduce the harm or its negative consequences; and 

names of the personal information controller, including contact details, from 

whom the data subject can obtain additional information about the breach 

and any assistance to be provided to the affected data subjects. 

 

 

VIII. INQUIRIES AND COMPLAINTS 

For inquiries or complaints about data privacy, please contact our Data 

Protection Officer at dataprotection@budgetfinance.ph or call our dedicated 

privacy hotline at 09171071642. 

 

The Corporation aims to acknowledge inquiries within 48 hours and 

provide a substantive response within 10 business days. Upon receiving a 

complaint, our DPO initiates an investigation. The Corporation 

communicates with the complainant, addresses their concerns, and takes 

necessary corrective actions.  

 

If an individual is dissatisfied with the corporation’s response, they 

have the right to escalate the matter to the relevant data protection authority. 

Complaints shall be filed in three printed copies, or sent to the department 

concerned and the latter shall confirm with the complainant its receipt of the 

complaint. The Corporation provides guidance on this process and in 

addition to inquiries and complaints, individuals can also request to exercise 

their privacy rights. The Corporation’s DPO will assist with such requests. 

 

 

 IX. EFFECTIVITY 

The provisions of this DPM are effective this 1st day of July 2024, until 

revoked or amended by the Corporation, through a Board Resolution. 



 

 X. ANNEXES 

1. Consent Form 

 

 
 



 

 

2. Inquiry Summary Form 

 

 

 
  



 

3. Access Request Form

  



 

 



 

4. Privacy Notice     



 



 



 



 



 

 
  



 

5. Request for Correction or Erasure



 



 

 

 


